[image: image1.jpg]<~
\) cancer care | action cancer
ontario ontario



[image: image1.jpg]
[image: image2.jpg]\___/——W\
ir >Ontario

Cancer Care Ontario








Generic IPSec VPN Change Request
Use this form to inform CAB of the information related to changes for new or existing IPSec VPN tunnel
	Form Completion Instructions

	1. Form must be completed. Complete all fields as specified. Mandatory fields are marked with an asterisk (*). Indicate “Not Applicable” or “N/A” if a field is not applicable.
2. The partner hospital should confirm and agree with the details specified in the form in order to establish the connection

3. Once completed, please save in the same CCR folder. Important: DO NOT email this form as it may contain sensitive information.

	Part 1 – Partner’s Network Administrator Contact  Details


	Facility Name *  
	Date *  

	 Name *

	Business Phone * (include ext.)


	Business Cell Phone or Pager 

(   )      

	Title  
	Business Email *  

	Part 2 – VPN traffic Information

	Include all unique combinations {Source Host, Destination Host, Destination ports} to be added to the tunnel
Note: Source Host is where traffic is first initiated: e.g., CCO’s inbound traffic is sourced from partner’s hosts, outbound traffic is sourced from CCO’s

	Source* IP Address (e.g., 1.1.1.1)
	Destination* IP Address (e.g., 1.1.1.1)
	Destination Port* (e.g., 11000)

	UAT: 
PRD: 
	UAT: 10.11.12.225
PRD: 10.11.12.226
	UAT: 12000

PRD: 12000

	Part 3 – VPN Information

	Is this to create a new tunnel?  FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No                If  No is selected please skip Part 3.

	3A – VPN Device Information *  

	VPN Device Model      
	VPN Device OS Version      
	

	3B – Phase I * The most secure mutually supported settings should be used. The Pre-selected is CCO best supported parameters.

	 Encryption *
 FORMCHECKBOX 
 AES256 Others:      
	Authentication Hash * 
 FORMCHECKBOX 
 SHA-1   FORMCHECKBOX 
 MD5
	D-H Group? *

2
	Lifetime 
Default
	Pre-Shared Key * 
Via Secure Exchange


	3C – Phase II *  

	Encapsulation *
 FORMCHECKBOX 
 ESP   FORMCHECKBOX 
 AH
	Encryption *
 FORMCHECKBOX 
 3DES Others: AES256
	Authentication Hash * 

 FORMCHECKBOX 
 MD5   FORMCHECKBOX 
 SHA
	Lifetime (e.g., Default)

Default
	PFS? *

 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No

	Part 4 – VPN Endpoint (peer) IPs 

	Partner’s IP Address *  
CCO IP Address: 10.11.12.5 (eHO) or 204.225.32.253 (Internet)
	This is a VPN tunnel over: *

 FORMCHECKBOX 
 eHealth or  FORMCHECKBOX 
 Internet


� Secure Exchange: CCO will provide half of the key via email and half over the phone to �the address and number specified in Part 1.
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